Privacy Policy
L ast Revised: December 8, 2014

This Privacy Policy describes hdear Necessities Pediatric Cancer Foundation (“Blegessities Jreats
information thatBear Necessitiesollects and receives from you througivw.bearnecessities.olthe
“Site”) and through other aspectsBéar Necessitiedusiness, including offline. This Privacy Policy
together with the Terms of Use govern your usdefSite.

1 Acceptance of Privacy Policy

Each time you access, use, or browse the Siteosida personal information to Bear Necessitiedrodfl
you signify your acceptance of the then-currentdtly Policy. If you do not accept this PrivacyiBpl
you are not authorized to provide information t@BBecessities or use the Site and must discontisee
of the Site immediately.

Should the Privacy Policy be materially revisedaBecessities will post the changes on the Sttiettae
new Privacy Policy will be effective immediatelyarpposting and will apply only to information
collected thereafter, unless we provide noticeametother communications with you. You can deteemi
when the Privacy Policy was last revised by refgrto the “Last Revised” legend at the top of ffage.

2. Types of | nfor mation Collected

We may collect personal information from you inghgl without limitation, non-public information abb
you that helps Bear Necessities identify you, saagfirst and last name, organization name, birth,da
email address, home and business addresses, teteptnmbercredit or debit card informatigibilling
address, and other non-public information. We alag collect personal information about you inchggi
without limitation, medical and family informatiofrom hospitals or medical providers that have
confirmed to us they have received consent fromfgosuch disclosure.

We may collect non-personal information about yase of the Site such as your IP address, usage
statistics, browsing history, country location, éyaf computer operating system you use (e.g., Mafto
Windows or Mac OS), the type of browser you usg.(&irefox, Chrome, Internet Explorer), and the
domain name of your internet service provider.

3. How We Collect | nfor mation
We may collect personal information from you whey

* Sign up to receive announcements or newsletters;

* Sign up to participate in or donate to runs, mamashor other activities;

« Make a donation or contribution to Bear Necessities

* Sign up or attend events;

e Volunteer;

* Purchase any goods on the Site;

* Submit a grant or support service proposal or 8{gko receive a grant or support services; and
» Communicate with Bear Necessities via email ool

Personal information collected by Bear Necessitiay be stored and processed in the United States in
accordance with the laws of the United States. 8ggithe Site and submitting your personal inforamat
to Bear Necessities offline, you expressly consetite storage and processing of your personal
information in the United States or elsewhere icoadance with the laws of the United States.
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Bear Necessities automatically receives and reaoodspersonal information on our server logs framary
browser as well as through other analysis of the SiVe also may collect information using cookiesb
beacons or similar technologies, or through thadips using similar technologie# cookie is a piece of
data stored on your computer. When you visit the $our web browser may store cookies on your
computer, which will better enable you to navigdie Site upon return. You may use the Site evgauf
choose to reject or delete the cookies. Cookiesralsy be used by some of the other websites foctwdni
link is placed on the Site.

4, How We Use Your I nformation
We may use the information we collect:

* To process and respond to your requests and iequand provide services to you.

* To alert you to new developments, special evemtgrams, runs, marathons, grants, support services,
products or services.

* To send announcements and newsletters, and tadergeu with personalized content in the
newsletters.

» For the purposes for which you provided the infdiora

* To monitor and analyze information regarding yorowsing and viewing preferences and to diagnose
problems of the Site.

* To analyze our users’ demographics and interests.

» For administration and improvement of the Site emenhance the user experience.

» For fraud prevention, internal operations, legahpbance, and other public purposes.

* To enforce the Terms of Use.

In the case of personal information about you mtedito us by hospitals or medical providers, we osey
such information in the ways we are informed bytbspital or medical provider you have permitted.

5. Communications with You

You authorize Bear Necessities to transmit emayiolo or telephone you to respond to your
communications, and provide information to you @bwmw developments, special events, programs, runs,
marathons, grants, support services, products emnetss.

You have the option to not receive further prommilccommunications from Bear Necessities.
Unsubscribe instructions are included in each ptamal email from Bear Necessities. You may also
send an email to office@bearnecessities.org, maiie postal address 55 West Wacker Drive, Suid® 11
Chicago, IL 60601, or call us at (312) 214-120@aBé note that unsubscribe requests may taketep to
(10) days to become effective. You may not optafutceiving communications regarding your deaing
with the Site or technical information about theeSi

6. Information Sharing with Third Parties

Except as provided below, Bear Necessities doeshae the information it collects from you witlhets
without your permission.

We do not disclose or sell personal informatioowf donors with any third party.
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Bear Necessities may disclose the informationllects to others:

(i) for purposes of outsourcing to or receivingistssice for one or more of the functions described
the Terms or this Privacy Policy from third partwso work on behalf of or with Bear Necessities

under confidentiality or similar agreements inchglservice providers, agents, vendors, partners,
advocates, researchers, consultants, volunteatsifflimtes;

(ii) to confirm or update information provided by, including by combining information you
provide with information from other services sushpaiblic records;

(iii) for any of Bear Necessities’ research praggoerformed by it or a third party on its behaluoder
its supervision;

(iv) in the event of any reorganization, mergete sint venture, assignment, transfer or disposit
of all or any portion of Bear Necessities’ businessperations (including without limitation in
connection with bankruptcy or any similar procegdiin

(v) as otherwise authorized by you; or

(vi) in the case of personal information about poavided to us by hospitals or medical provideos, f
the purposes we are informed by the hospital oricaédrovider you have permitted.

We also may share your information in responsedolgoena or legal order, when we believe you have
acted in violation of the Terms, to investigatesyant or take action regarding suspected illegalities,
fraud or potential threats, or exercise legal sght defend against claims, when we believe thaigdso
may protect your safety or the safety of Bear N&ties or others, or as otherwise permitted or ireguby
law.

We may share non-personally identifiable, anonyohimeaggregate information with third parties.
Additionally, we may take personally identifiabldgarmation and de-identify it and share it in a de-
identified or aggregated form with third partiedyertisers and/or business partners in order tlyzma
Site usage, demographics, or interests, improv@@gucts or services, improve our user experienice
for similar purposes. We will not re-identify sudhata and we will ask our contracting parties teeado
keep the data in its de-identified form.

7. Children

Bear Necessities does not knowingly collect perkioarmation from children under age 13. If yora
under age 13, you are not permitted to use theoBite submit any personal information to the Bear
Necessities offline or on the Site. If you arenss#n 13 and 17 years of age, you may visit the Bite

you may not submit any personal information. & lecome aware that a Site user is under age 18 and
has provided personal information, we will takgstéo remove his or her personal information fram o
files. If you are a parent or guardian and beliBear Necessities may have inadvertently collected
personal information from your child, please not¥fgar Necessities immediately by sending an email t
office@bearnecessities.org.

In the case of personal information about you mtedito us by hospitals or medical providers, such
information may be collected about children undier age of 17 with their parent or legal guardian’s
consent, if we have received confirmation fromhbspitals or medical providers that such infornmatio
was collected with the parent or legal guardianissent.
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8. Protection of Personal | nformation

Bear Necessities uses reasonable administratiysjqath and electronic security measures to protect
against the loss, misuse and alteration of persof@mation. No transmission of data over thefingt is
guaranteed to be completely secure. It may be lples®ir third parties not under the control of Bear
Necessities to intercept or access transmissiopsvate communications unlawfully. While we striwe
protect personal information, neither Bear Necessitor our service providers can ensure or wathent
security of any information you transmit to us otles internet. Any such transmission is at youn oisk.

9. Updating Your Infor mation

You are responsible for keeping your informatiorreat. You may update your information by contagti
us at office@bearnecessities.org. We will useamaisle efforts to process any change you make;
provided, however, that requests to delete infalonadre subject to Bear Necessities’ internal repoy
processing and retention policies and all appledddal obligations.

10. Links

You may have the opportunity to follow links on tBiée to other sites that may be of interest to. Bear
Necessities endeavors to only link to reputabl@ations. Because other sites may not be hosted o
controlled by Bear Necessities, we are not respior the privacy practices of those sites ordbetent
provided thereon. Therefore, the privacy policiéghwespect to other sites may differ from those
applicable to the Site. We encourage you to revieprivacy policies of each other site. This Beiv
Policy only applies to information collected andimmained by Bear Necessities.

QUESTIONS? If you have any questions or concerns regardiisgRhivacy Policy, please contact us at
office@bearnecessities.org. Please note that emaiinunications may not be secure. Accordingly yo
should not include personal or other sensitiverimttion in your email correspondence to the SitBear
Necessities.
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